RDP Debug Mode

A Frame administrator may encounter the need to access a persistent VM (Sandbox, Utility
Server, or persistent desktop) using Microsoft Remote Desktop Protocol (RDP) for a number of
scenarios.

e Unable to access the Sandbox VM using Frame Remoting Protocol (FRP)
e Perform a task that requires RDP
e Troubleshoot a persistent desktop VM

If RDP sessions are necessary, Frame provides administrators with the RDP Debug Mode feature
to enable a non-persistent or persistent VM to be powered up and to allow an RDP session to be
established.

While a VM is in RDP Debug mode, a user will not be able to access the VM using FRP.

Using Debug Mode

1. From the Frame Account Dashboard, browse to the VMs page.
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2. Find the machine you wish to debug and click the kebab menu on the far right, then
choose Enable RDP Debug.



The machine must be powered down prior to enabling RDP Debug. If the machine is not powered
down first, the administrator will see a notice "The server must be in stopped state".

Documentation

Summary
Sandbox

Updates

Utility Servers

Launchpads

Users
Capacity
Volumes
Analytics
Audit Trail

Sessions

Notifications

Tasks
Settings
VMs

VMs &

Q Search servers ]

IF-3EEDD9B70352

Workload I0: 8793989

VM is stopped Lact usad: 01/07/2025 19:08 UTC
|IF-ECF91B055C89
Workload ID: 8797402
Se ersion: 9180

VM is stopped Last used: 01/07/2025 19:29 UTC

C Refresh

User
No user currently

Private Public IP
101356.35 -

User
Unassigned

Private IP Public IP
10135.159.53 -

Al statuses All pool kinds

Instance Typ

t2.medium

VM Type
Sandbox

Instance Type
t2.medium

VM Type
Persistent Desktop

Dashboard > VMs > Kebab Menu > Enable RDP Debug

Allinstance types ~ Name + dh
Availabiity Zone
US-EAST-2A
Storage Type
GP3-gp3
Availabity Zone
US-EAST-2C
Reassign
Storage Type
GP3-gp3 | Change Instance type

Start

Upgrade

Installed Software
Enable RDP Debug

Terminate

3. In the RDP Debug mode window, enter the IP address of the machine you want RDP
access from. The administrator’s Public IP address will automatically populate. Enter
additional IP addresses if multiple administrators require access. Click Enable to enable

RDP Debug Mode.

Enable RDP Debug

This feature will enable RDP Debug on this server allowing for RDP (Remote Desktop Protocol) connections from the

whitelisted IP addresses specified below.

Whitelisted IP addresses

108.193.4.193

Enable RDP Debug - Allowed IP Addresses

Tip

The Whitelisting workflow only applies to Public Cloud with Frame Managed Public Networking. If
using an SGA, you will RDP into the Private IP address of the machine and you will not have
direct RDP access to the machine over the Internet. You must have access to RDP to the Private
IP address. One way to accomplish this is to launch a Frame session in the same Account and
then RDP into the machine using the information provided once RDP debug mode is enabled
within the Frame session.



4. When the Enable button is clicked, Frame Control Plane will kick off the orchestration to
boot the VM in RDP Debug mode.
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Enable RDP Debug - Starting VM in RDP Debug mode

5. When the VM is powered on and ready to accept an RDP session request, the Enable
RDP Debug mode window will display RDP information required to accerss the VM using
RDP. Each of the fields has a copy icon next to the field value so you can easily copy
the information to your RDP client.

Enable RDP Debug X

RDP information

Server |P @ 54.193108.242
Server public hostname @ prod-54-193-108-242.nutanixframe.com
User I@ Frame
Password @ QcHPNOWGUOtetj++t4MfgyRpY8qrPt5pvopZ2roCGMwNpZa2uOgmwQiLfmtDbNK
Close

Enable RDP Debug - RDP Connection Information

The fields are:

e Server IP: IP address of the VM

e Server public hostname: Fully qualified domain name of the VM

e User: Local Windows user that you can use to RDP into the VM. If this Frame account
was created with a BYO image, you can use the user account that you created when
preparing the template image.

e Password: Password for the local Windows user. This password is valid until the VM is
powered off or rebooted. Once the VM is powered on again, the password will no longer
be valid.



6. Using your RDP client, connect to the VM using the VM's IP address. Depending on your

deployment model, the VM's IP address may be a private or public IP address. You will

be asked to confirm the VM's public key certificate before reaching the Windows login
screen.

& Remote Desktop Connection >

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
gecurty cerificate. k may be unsafe to proceed.

Cerfficate name

@ Mame in the cerfficate from the remote computer:
IF-AS103CBECH32

Cerfficate emors

The following emars were encountered while validating the remote
computer's certfficate:

/1 The cerificate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

[ ] Don't ask me again for connections to this computer

View certfficate .. Yes

Enable RDP Debug - Confirm VM Public Key Certificate

The RDP Debug mode lasts until the VM is powered down or rebooted. If you log out of an
RDP debug session, but don't power down or reboot the VM, you can start a new RDP
session using the same RDP information.
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